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The PulseOx Forwarding Example

(" PulseOx_Forwarding_System_imp_Instance*

Pulse oximeter reads blood-oxygen saturation from a patient,
monitoring software displays an alarm if values are out of expected
range
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The PulseOx Forwarding Example
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« AADL's “Error Modeling” (EMV2) annex can model these error
propagations
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STPA & SAFE
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Figure 2.1: Overview of the basic STPA Method
© John Thomas, Nancy Leveson, STPA Handbook, March 2018
https.//psas.scripts.mit.edu/home/qget_file.php?name=STPA_handbook.pdf
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Viewpoint 1: Fundamentals
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Figure 2.1: Overview of the basic STPA Method
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Viewpoint 1: Fundamentals (Hierarchy)
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Viewpoint 1: Fundamentals

How can we tie our rather abstract fundamentals hierarchy to
our very concrete system architecture?

SAFE (paraphrased, via STPA) uses the definition of a hazard:
a system state, and a worst-case environment state.
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Vlewpomt 1 Fundamentals (L|nk to system)
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Viewpoint 2: Connected Neighbors
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Figure 2.1: Overview of the basic STPA Method
© John Thomas, Nancy Leveson, STPA Handbook, March 2018
https.//psas.scripts.mit.edu/home/qget_file.php?name=STPA_handbook.pdf
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Viewpoint 2: Connected Neighbors
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Viewpoint 2: Connected Neighbors
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Viewpoint 3: Unsafe Control Actions
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Viewpoint 3: Unsafe Control Actions

Communication Channels Top-Level Errors
(ie, control actions and (ie, abstract guidewords)
sensor feedbaCk) <4 ItemValueError < ItemTimingError < ViolatedConstraint <> ServiceError
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4 pulseOx.POOutSpO2 -> appDisplay.UpdateSpO2Thread.Sp02

X means one or more
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Interlude: The EMV2 Error Library
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Future Work
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2. Discovering accident causation

Cal‘ll(‘,gi(‘ ]\I(‘]l()n Ll’liV(‘I'SitV Architecture-Supported Audit Processor
i . ) . © 2021 Carnegie Mellon University
Software Engineering Institute ’

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited
distribution

33



