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Abstract—The development of critical systems is heavily reliant
on verifying system behavior through test, simulation, and other
informal methods. Certification standards for those systems,
though varying somewhat by domain, are largely process-focused.
We describe a project that will evaluate the use of quantitative
verification techniques which use the outputs of these informal
methods (e.g., execution logs or test results) to establish bounded
confidence intervals that can be used in support of new, property-
focused certification approaches.

I. OVERVIEW

The failure of critical systems will lead to injury or death
of humans, mission failure, or catastrophic financial loss. As a
result, most critical systems are certified for, e.g., safety, secu-
rity, or airworthiness before being deployed and used. Many
standards for certification place a heavy focus on a critical
system’s development process as opposed to the properties
of the engineered system itself. Though this approach has its
benefits, there are drawbacks as well [1]. These drawbacks are
compounded by a) the size and complexity of modern critical
systems and b) the accelerated pace of technological change.

In the past few years, new statistical and formal tech-
niques that rely on observations of system behavior have
been developed that can provide a quantitative evaluation of
properties of interest [2]. We are developing a new approach
which relies on probabilistic model checking in order to prove
certification properties. These properties would support a new,
property-focused certification style while remaining connected
to the well-established testing practices of traditional system
development.

II. TESTING AND VERIFICATION

The assurance and evaluation of critical systems is heavily
reliant on testing as opposed to more formal methods of
verification such as model checking or theorem proving. This
testing takes a variety of forms, from low-level unit tests
up through system-integration and acceptance tests. System
evaluation may also include simulations of subcomponents or
the entire system in various operating conditions. There are
a number of reasons for the predominance of testing, and
we are not advocating against them or their utility. However,
there are drawbacks to relying nearly-exclusively on tests for
verification, namely, that they do not provide the guarantees
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that formal methods do. More specifically, the confidence that
testing provides is unquantifiable: a passed test (or even suite
of tests) does not mean that a system has no bugs.

A. Exhaustive Verification: Scaling and Overly-strong Guar-
antees

Formal verification techniques provide a high level of
confidence that verified claims are true; this is of obvious
benefit for critical systems. The types of claims that can be
verified vary widely, and include ensuring the correctness of
output, the timeliness of that output, that the physical behavior
reliant upon that output is bounded within safe limits, and
that the output will remain secure and correct in the presence
of an adversary. Many formal techniques do not scale to
larger inputs, though, and so can be difficult or impossible
to use on real-world systems. Additionally, the high level of
precision of formal methods are not always necessary since
many system requirements are not absolute. Many systems can
tolerate occasional deadline misses or small deviations from
correct outputs as long as they are infrequent.

III. CERTIFICATION OF CRITICAL SYSTEMS

The goals and details of certification standards vary by
system domain, but many consider the quality of the process
used to create a system to be a proxy for the quality of the en-
gineered system. Consider, for example, DO-178C, a standard
used in the United States, Canada, and Europe for avionics
software [3]. It places a heavy emphasis on the process used
to create the software (i.e., the development lifecycle) and
ensuring traceability between software-development artifacts
(e.g., between source code and low-level requirements, or
high-level requirements and test cases). DO-178C and related
standards have their benefits: they have enabled an impressive
aviation safety record, and their focus on process also means
that the impact on a system’s development schedule is well-
understood and predictable.

A. Pace of Technological Change

The rate at which technology changes poses a challenge to
certification approaches like DO-178C which require supple-
ments to address new technologies and approaches. Consider,
for example, DO-331 and DO-333: they are supplements to



DO-178C for the use of model-based development and formal
methods, respectively. A more flexible approach, grounded in
argumentation about the system itself and the properties it
must exhibit for safe functioning, would enable more rapid
use of current and future technologies. This is of particular
importance given the pace at which artificial intelligence is
poised to remake software development. Indeed, we agree
with Chelini et al. who write that “the approach adopted
in DO-178C to address new technologies through specific
supplements does not appear sustainable because the time to
develop additional supplements may not be timely with the
introduction of new technologies.” [1]

B. The Overarching Properties

An attempt to improve and clarify certification approaches
like DO-178C, termed the Overarching Properties (OPs) be-
gan in a FAA working group in late 2015 [1], [4]. The three
OPs, which “are intended to define a sufficient set of properties
for making approval decisions” are Intent (the defined behavior
is correct), Correctness (the implementation is correct), and
Innocuity (parts of the implementation that are not required
are not unacceptable) . The OPs make explicit several implicit
aspects of existing certification approaches, and shift the focus
to properties of the system itself rather than the system’s
development process [5].

IV. PROBABILISTIC VERIFICATION FOR CERTIFICATION

A particular challenge inherent to property-based certifica-
tion approaches is that the time required for certification is
much less predictable than with process-based certification.
This is because it is challenging to predict how long it will take
to demonstrate that a system exhibits a certain property, e.g.,
meets its timing requirements. What’s more, the arguments
used to establish that a system exhibits the OPs may be chal-
lenging to construct using only test or simulation results. We
propose the use of probabilistic verification techniques which
take as input testing outputs (or simulation data / execution
logs) and produce as output bounded confidence intervals on
system properties. We note that there is support from some
of the creators of the OPs for such an approach: probabilistic
verification is identified as a means of demonstrating that a
system has a particular property in [5].

To this end, we are encoding certain airworthiness properties
in formal language so that they can be used with the Formal
verificAtion with Confidence inTervals (FACT) approach [2].
This usage, which would be part of a larger property-based
certification process like the OPs, would rely on observations
of system behavior derived from traditional system evaluation
activities like testing or simulation. As Figure 1 shows, the
FACT approach requires three inputs in addition to testing /
simulation data:

o A state formula ® = Py, [¥]: Essentially an encoding of
the system property of interest (e.g., an aircraft’s autopilot

IThese definitions are paraphrased, see complete definitions and explana-
tions in [4]
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Fig. 1. A high-level comparison of the testing approach described by DO-
178C [3] the FACT approach from [2].

will not cause it to become unstable) using Probabilistic
Computation Tree Logic (PTCL) [6].

e A parametric Markov chain M: Developed along with
the state formula ®, the events of this Markov chain are
abstractions, relative to the property of interest, of the
system’s states and their transitions.

o A target error level a: 1 — «v is the user’s desired error
level for the property of interest.

o State transition observations O: These observations can
be extracted from a variety of system tests, execution
or simulation logs, or other activities that exercise the
system. Part of the contribution of our work is deriving
this automatically from the sorts of system verification
activities being done in traditional certification like DO-
178C.

The state formula and parametric Markov chain will require
expertise with the technique to create, but once specified, will
be re-usable by non-experts, i.e., once a system requirement
has been encoded in the formalism used by the FACT ap-
proach, domain (rather than formal verification) experts will
be able to use software tooling to compute the confidence that
the system will meet the requirement. Our goal with this effort
is that once a property has been specified, all that is needed to
generate bounded confidence intervals on the property are the
sorts of tests being done in traditional development processes.

This effort, if successful, will provide some of the benefits
of formal, quantitative verification for system development.
It will support property-based certification approaches, like
the Overarching Properties, while also reducing the schedule
impact typically associated with formal verification. This re-
duction (in terms of time required to conduct the verification
activities) comes about because our approach uses data being
generated by existing system evaluation activities, e.g., testing,
simulation, and other execution logs. By re-using this data in-
stead of requiring new, additional activities, system developers
can get the benefits of formal verification with less effort and
expense.
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